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ABSTRACT 
While people’s perceptions of targeted ads have been studied ex-
tensively from a Western perspective (e.g., North America, Europe), 
we know little about users’ perceptions in the South Asian region. 
We interviewed 40 participants from two South Asian countries, 
Bangladesh and India, to explore their perceptions and practices 
regarding targeted ads on social media platforms. Participants iden-
tifed emerging ad types, such as infuencer-based ads and soft 
ads, through articles. In addition, participants often outweighed 
discounts over product quality when viewing ads. We also observed 
novel user mental models of targeted ads based on mobile app per-
missions and excessive AI usage. Participants often preferred ad 
control over transparency. While most participants rarely used ad 
settings, some controlled ads by changing mobile app permissions 
or muting ads on social media platforms. Participants also raised 
concerns about fraudulent targeted ads and privacy violations due 
to device sharing. We present potential design ideas to mitigate 
these concerns. 

CCS CONCEPTS 
• Security and privacy → Usability in security and privacy. 
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1 INTRODUCTION 
Organizations are increasingly utilizing social media to interact 
with consumers, resulting in a proliferation of targeted advertise-
ments at an ever-increasing pace. People often experience tar-
geted ads based on their past online activities and other related 
information [11, 55]. Studies [14, 34, 37, 55] from the Western 
perspective have highlighted that targeted ads cause signifcant 
privacy concerns to users. However, we know little about South 
Asian users’ perceptions, experiences, and concerns around tar-
geted ads. South Asia refers to the sub-Himalayan region of eight 
southern Asian countries, including India and Bangladesh [48]. 
We focused on two South Asian countries in the Global South 
region, namely India and Bangladesh, because of their large so-
cial media user populations and our familiarity with their cultures 
(we have co-authors from these two countries). Millions of users 
from both countries [1] actively use social media platforms such 
as Facebook, Instagram, and YouTube, among others. As of Jan-
uary 2022, India is the leading country with the most Facebook 
users, and Bangladesh ranks among the top 10 countries using 
Facebook [1]. 

We conducted semi-structured interviews with 40 social media 
users from Bangladesh and India with diverse backgrounds. This 
paper explores the perceptions and experiences of targeted ad pri-
vacy on social media platforms in Bangladesh and India in their 
cultural, social, and economic contexts. We also present concerns 
resulting from targeted ads that could violate privacy. Finally, we 
discuss users’ preferences for improving Ad technology design. 

Research Questions. In doing so, we examine three main re-
search questions: 

• RQ1: How do users from Bangladesh and India perceive and 
experience targeted ads on popular social media platforms? 

• RQ2: How do users from Bangladesh and India manage their 
privacy regarding targeted ads on these platforms? 

• RQ3: What concerns do users from Bangladesh and India 
have in managing their privacy regarding targeted ads on 
these platforms? 
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Summary of fndings. Our study presents a variety of targeted 
advertisement perceptions and practices. While having both pos-
itive and negative impressions of ads, participants associated the 
benefts of ads with how much of a discount they can obtain for 
products where discounts outweigh the product quality. 

Notably, infuencer-based ads signifcantly afect participants’ 
purchase decisions because of the trust in the Internet personal-
ities endorsing those ads. Participants tended to compare ads on 
various social media platforms to assess ad relevancy, categories, 
and user experience. For instance, some believed that “YouTube 
shows less relevant ads vs. Facebook shows somewhat relevant ads vs. 
Instagram shows relevant ads.” Participants also shared two unique 
mental models of how targeted ads work: (a) data sharing enabled 
by external app confgurations and permissions on user devices and 
(b) data processing by various social media AIs together to update 
user interest profles and generate targeted ads. Some participants 
used existing settings to manage targeted ads, such as hiding or 
reporting ads. However, most of them mentioned that this setting is 
not intuitive and it is time-consuming to use for users. As a result, 
many users reported scrolling or skipping to ignore irrelevant ads. 
Participants from both regions expressed concerns about fraudu-
lent ads, especially targeting users with certain socio-economical 
statuses. Another concern involving social ties and impression man-
agement [56] resulted from device sharing with family members 
leading to embarrassing situations due to inappropriate targeted 
ads. Participants provided several design suggestions to mitigate 
these concerns, including licensing and validation for publishing 
ads, ranking ads, and more user control on existing settings. We 
noticed that users tended to prefer control over transparency. For 
example, they did not want explanations for targeted ads. Instead, 
they preferred improvements in ad management for better user 
experience. 
Main contributions. Our work makes three main contributions: 
(1) our study has novel fndings from under-studied populations 
(users in Bangladesh and India) on the various perceptions and prac-
tices around targeted ads; (2) our interview results uncover novel 
user mental models of targeted ads and ads settings management, 
shedding light on how their perceptions may difer from fndings 
of the current literature; and (3) we present design implications of 
ad settings and how to improve targeted ad experience on social 
media platforms. 

2 RELATED WORK 

2.1 Targeted Advertisement from Western 
perspective (e.g., North America and Europe) 

Defning Targeted Ads. Targeted advertising is a mechanism to 
reach out to potential audiences based on their online activities [2]. 
Advertisers track users’ online behavioral information using third-
party cookies or other techniques to tailor personalized advertise-
ments [11, 36]. Previous research has explored diferent factors 
determining the outcome of targeted ads, including the level of per-
sonalization and individual characteristics of users toward targeted 
ads [17]. While the efectiveness of targeted ads rests upon the 
amount of information collected from users, it could lead to poten-
tial privacy implications for users [65]. Krishnamurthy et.al. [31] 

found that social media sites potentially share users’ unique iden-
tifers with third parties, allowing them to link users’ profles to 
multiple social media sites. Prior works have explored the need 
for transparency in data collection disclosure [65] to address this 
concern and emphasized moderating ads personalization based on 
users’ attitudes [44]. 

User knowledge and controls on Advertisement. Prior literature has 
explored users’ understanding of how targeted ads work [35, 43, 55]. 
Some users may be aware of companies collecting data about 
them. However, they often were not explicitly clear about how 
data collection occurs, what data companies collect, and how it 
is used [14, 37, 64]. In particular, the United States and Dutch 
users misunderstood cookies’ function. The diference between 
cookies, browsing history, and geolocation information was un-
clear to consumers [37, 50]. In contrast, consumers accurately 
understood well-known and straightforward factors such as lo-
cation, age, and interests. As for behavioral inferences and list-
based audiences, users could only partially understand the defni-
tion and the usage of target advertisement [25, 59]. Even though 
having limited knowledge of targeted ads, consumers desire to 
have control over their data on targeted [53]. However, users were 
often unaware of the existing ad controls on social media plat-
forms, such as the ad preference page on Facebook [24, 25]. Re-
searchers found that users often ignore or scroll past the ad [55]. 
Instead of controlling ads on social media platforms, users ex-
pected familiar third-party tools such as antivirus programs and 
ad-blocker on browsers and specifc websites to help limit target 
advertisements [55]. 

User perceptions on Advertisement. Prior research [37, 43, 54, 55, 
58] suggests that users have mixed perceptions of targeted ads. 
Rader et al. [43] found that users were generally uncomfortable with 
data collection used for targeted ads. Participants were especially 
concerned about what data Facebook collected from them to show 
targeted ads. Users in the U.S. found targeted ads invasive and tend 
to reject tracking by advertisers [37, 54]. However, some studies [37, 
55] suggest that minority participants (20%) found ads useful for 
browsing new products. 

2.2 Targeted Advertisement in South Asia 
Defning Targeted Ads. Researchers [8, 28] in the South Asian 

context often use the term “online marketing advertisement” for 
targeted ads. Previous research has explored the purpose and issues 
of targeted ads on social media platforms such as Facebook and 
LinkedIn in various contexts. For example, studies have examined 
customers’ perception of purchasing through targeted ads [27], 
the impact of ad marketing as a tool for both consumers [61] and 
small businesses, especially for women entrepreneurs [51]. In a 
study from Bangladesh, researchers found that social media ads 
are often inadequate in providing authentic information. More-
over, ads are crowded with inconsistent posts and reviews from 
random users, making it challenging for users to shop for intended 
products [28]. 

User knowledge and control on Advertisement. Scholars [8, 21] ar-
gue that social media ads highly infuence the purchase behavior of 
e-commerce customers. In a survey study with university students 
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from India, researchers [9] found that students often engaged with 
ads on social media platforms to receive the latest information about 
the products, compare products, and share reviews and opinions 
about the products. Simultaneously, Indian citizens’ perspectives on 
privacy are contextual and ever-changing. Wang et al. [57] reported 
that among the US, China, and India, users from India were least 
concerned about privacy on social media platforms. Kumaraguru 
et al. [32] explored an empirical understanding of privacy percep-
tions and awareness with a sample of 10,427 participants across 
India and found that 50% of the participants have changed their 
default settings on a social network that they use. However, users 
rarely read the privacy policy of social media services. They also 
found that 46% of users interlinked social media accounts with 
third-party applications. Similarly, research from Bangladesh un-
packed people’s privacy perceptions situated in local infrastructure, 
social practices, and policy. They also explored the impact of rapid 
urbanization and digitization on people’s privacy perceptions [7, 
49]. An interview study with 37 participants from Bangladesh re-
veals users’ perception of benefts, a necessity which outweighs 
their awareness of information leakage via smartphone apps they 
use [7]. 

User perceptions on Advertisement. Few privacy studies have been 
conducted in the South Asian context to understand users’ percep-
tions, practices, and privacy preferences in social media. Norah 
et al. [3] situated privacy norms in social media mediated by the 
role of Islam and cultural tradition by referring to Nissenbaum’s 
“contextual integrity” that regulate the fow of certain types of infor-
mation [42]. Other studies include boundary negotiation to meet 
societal and political expectations rather than individual norms, 
belief in privacy [3, 6], privacy situated in Quranic text, and use of 
paternalistic languages [3]. Besides social media, researchers also 
studied privacy perception in diferent contexts, including sexual 
harassment on social media [39], device sharing [47, 52], online com-
munities [46] to indicate the gaps in current policy landscape and its’ 
implication to users. Mohammad et al. [45] showed that users from 
Bangladesh exhibit diferent privacy perceptions and practices (e.g., 
female users reported family reputation as a key criterion for their 
self-disclosure on social media) compared to the literature on West-
ern developed countries. Similarly, Sambasivan and Checkley et 
al. [47, 48] found that fewer women in South Asia own personal de-
vices like laptops and phones than women elsewhere. They manage 
and control their privacy on shared phones through phone and app 
locks, content deletion, technology avoidance, and private modes on 
apps. 

Understanding users’ perception of targeted ads in the cultural, 
social, and economic context is crucial since it can infuence their 
behavior diferently, such as manipulating their purchase decision. 
It is also essential to explore their current practices and challenges 
around targeted ads to better design controls in preserving their 
privacy and improving user experience that fts their context. Most 
previous studies explored users’ perception and practice of targeted 
ads from a Western perspective. To bridge the gap in the literature, 
we focus on the perception and practices of South Asian users from 
Bangladesh and India around targeted ads on social media and 
provide design implications. 

3 METHOD 
We conducted semi-structured interviews with 40 participants from 
Bangladesh and India between January and August 2022. Our inter-
view protocol was guided by our research questions and supported 
by several prior studies [8, 9, 14, 55, 64]. Most of the previous work 
on people’s privacy perceptions of general target ads is situated 
in Western developed countries, such as the US or Europe. Addi-
tionally, those studies focus on targeted ads on websites or various 
platforms, not specifcally on social media [14, 55, 64]. Simultane-
ously, previous research on targeted ads in the South Asian context 
mainly explored marketing rather than privacy concerns [8, 9]. Our 
study endeavors to fll the research gap by exploring South Asian 
(India and Bangladesh) people’s privacy perceptions of social media 
target ads. We started with a round of pilot studies (n=5) to test the 
interview protocol and explore South Asian people’s understand-
ing of targeted ads. After revising the interview protocol based 
on the fndings of pilot studies, we conducted the fnal round of 
interviews (n=40). The study was approved by Institutional Review 
Board (IRB). 

3.1 Participant Recruitment 
To help reach a wide range of participants, we recruited through 
diferent methods: (1) snowball sampling from our contacts, (2) post-
ing on our Facebook page, and (3) contacting directly by message. 
We selected participants based on the responses to our screening 
survey. Respondents were invited to our study if they met all three 
selection criteria: a) 18 years or older; b) are from Bangladesh and 
India; c) use social media at least once a week. In total, we received 
136 responses from our screening survey. We contacted 113 of them 
via email based on our selection criteria. In total, 40 people agreed 
to participate in our study. Twenty-two participants were from 
word-of-mouth by our contacts, while 18 were from social media 
posts. We decided not to recruit further because no new insights 
emerged from our four latest study sessions, indicating a sign of 
theoretical saturation [40]. Our sample from India had a limitation: 
participants from India in our study are people who could speak one 
of the two ofcial languages (English and Hindi) (section 5.3). Our 
research team member from India could only speak those two lan-
guages. Participation in our study was voluntary, and participants 
were allowed to quit anytime. Each participant received a $10 Ama-
zon e-gift card upon completion of the study. The whole interview 
study lasted about one hour. Table 1 presents the demographics of 
our participants. 

3.2 Pilots 
We conducted fve pilots from Bangladesh and India to test our 
study design. We revised our interview questions based on pilot 
feedback and observation. Critical questions arose from pilots such 
as - “If participants cannot draw how targeted ads work, what could 
be alternative ways to help them?” Two participants were unable 
to conceptualize the drawing task into a sketch. It is because they 
lacked an understanding of targeted ads in social media; in fact, 
one of them had never heard of this terminology. As a solution, 
we decided to update our protocol and add an informational video 
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about targeted ads to educate participants. The video includes a 
quick overview of how targeted ads work and provides participants 
with adequate understanding if they have never heard of it. It high-
lights four primary concepts: (a) Possible content of targeted ads, 
including pictures, videos, music, news, etc.; (b) Services involved 
in targeted ads (i.e., search engines, social, email, etc.); (c) General 
functionality of how targeted ads work; (d) how targeted ads are 
organized based on user’s interest. Another question arose when 
we asked participants to perform the screen-sharing task so that we 
could observe their current practice of ad setting usage. Most pilot 
participants were uncomfortable with screen-sharing. Pilot 5 said-
“this is a problem. There are some privacy and security issues. It will 
not be convenient for me to share the screen.” To address this concern, 
we added alternatives for screen-sharing activity. For example, if 
participants were uncomfortable with screen-sharing, we let them 
share screenshots of their ad settings on social media during the 
interview with the researcher. 

3.3 Semi-Structured Interview Procedure 
The privacy perceptions of users from South Asia (Bangladesh and 
India) and their management of targeted ads on social media are 
understudied. As a result, we decided to conduct an exploratory 
qualitative study to understand their perceptions through semi-
structured interviews. At the beginning of the study, we received 
the participants’ consent to conduct the study. Once they agreed, 
we proceeded with a semi-structured interview. We designed the 
interview script based on our research questions outlined in the 
introduction section 1. We added the interview script to the supple-
mentary materials. 

We divided the interview into four parts. In the frst part, we 
asked about their experience with targeted ads on social media 
platforms and their perceptions of seeing certain ads based on on-
line activities. Furthermore, we asked about social media-targeted 
ads’ benefts, downsides, and concerns. Sample questions included, 
“What is the frst thing that comes to your mind when you hear “ad-
vertising” in social media? How would you explain the purpose of 
social media ads?” “Can you remember an experience when you ac-
cidentally clicked on an advertisement that appeared on your social 
media? Can you briefy share that experience with us?”, “ Imagine 
given scenario, What information do you think online advertising 
companies can collect about you to show these targeted ads?” 

In the second part, we presented participants with a scenario to 
encourage them to think about how targeted advertisement work. 
We asked them to draw and think aloud about their understanding 
of targeted ads. “Let us assume you visited (X/Y) online to look for 
shoes to purchase, and a few hours later, you visited (ABC ) Social 
Media and saw an ad for similar shoes. Please draw on paper or tablet 
—What do you think happened in this scenario, and explain your draw-
ing? ” Within this activity, we aimed to understand participants’ 
“mental model” of targeted ads ecosystem. 

Next, in the third part, we asked a series of questions to under-
stand participants’ management strategies for targeted ads on social 
media and handling unwanted ads. To get rich anecdotal data, we 
also asked about their personal experiences and stories of how they 
previously managed targeted ads. In this part of the interview, we 
also aimed for “observing real-time ad management activities” 

by participants. Therefore, we asked them to “zoom screen share 
and walk us through” their social media news feed and show 
how they customize ad settings there and think aloud during the 
activity when they see any ads in the news feed. Example questions 
from this activity were - “Can you please walk us through other 
settings and explain whether, how, and why you confgure the settings, 
especially for these ads?” As an alternative for participants uncom-
fortable with screen-sharing, we asked them to share screenshots 
of how they used ad settings on social media. 

In the fourth part, participants begin by watching a brief 2 min-
utes “informational video” on “targeted advertisement“ to learn 
more about how ads work. We decided to add an informational 
video based on the pilot study where some participants did not 
have prior knowledge of targeted ads. We selected a particular 
video (see supplementary materials) because it clearly explains 
the general idea of targeted advertisement. After watching the 
video, we tested participants’ understanding of targeted ads by 
asking them two multiple-choice questions. Then, we revisited 
questions about participants’ perception, understanding, and man-
agement of social media targeted ads from the frst part of the 
interview to assess whether the tutorial video might have changed 
their original understanding of the targeted ads. We also asked 
participants if they would like to update anything in their pre-
vious sketch on their “Understanding of Targeted ads.” In doing 
so, we could explore both their natural perceptions in practice 
(without the video tutorial) and their perceptions after they had 
a basic understanding of targeted ads (after watching the video 
tutorial). We briefy discussed this in the result section 4.7. We 
also asked three new questions about any negative aspects they 
perceived about the targeted ads ecosystem (e.g., information collec-
tion and sharing) and associated stakeholders. We aimed to indicate 
cultural, economic, and political diferences in the perception of 
the South Asian population while their personal information is at 
stake. 

We interviewed the participants over online communication 
platforms (e.g., Zoom, mobile audio call). One participant from 
Bangladesh had network bandwidth limitations to join a zoom call. 
Alternatively, we conducted an audio call over mobile. As discussed 
in section 3.2, we chose an alternative screen-sharing activity for 
this participant. This alternative activity was decided based on our 
pilot participants’ response in case of individual privacy around 
real-time social media screen sharing with researchers. We asked 
this participant to browse her social media feed while we were on an 
audio call. We instructed the participant to think aloud about how 
she currently uses diferent ad settings to manage the advertisement 
when she sees one. We also asked this participant to take and 
share screenshots of ads and usage of ad-setting during/after the 
call. 

Two authors who conducted the interview were natives of 
Bangladesh and India, spoke the local languages Bengali and Hindi 
fuently, and were familiar with the local culture and customs. With 
participants from Bangladesh, we conducted interviews in Bengali 
(the ofcial language of Bangladesh) or English as per the partici-
pants’ preference. Similarly, participants from India spoke a mix of 
English and Hindi, and interviews were conducted either in Hindi 
or English as participants felt comfortable. Each session took about 
45-60 minutes. 



User Perceptions and Experiences of Targeted Ads on Social Media Platforms: Learning from Bangladesh and India CHI ’23, April 23–28, 2023, Hamburg, Germany 

3.4 Data Analysis 
Study data were obtained primarily through Zoom audio/video/screen 
recording of the interviews upon participants’ permission. We col-
lected each participant’s interview and think-aloud responses dur-
ing the session. Two researchers, native Bengali and Hindi speak-
ers, translated the transcriptions into English. We then performed 
thematic analysis on our transcriptions [18]. Two researchers inde-
pendently read through 20% of the interview transcripts, developed 
codes, and compared them until we developed a consistent code-
book. We met regularly to discuss the coding and agreed on a 
shared codebook before coding the remaining data. Once we fnal-
ized the codebook, two researchers divided the remaining inter-
views and coded them. After completing coding for all interviews, 
both researchers spot-checked the other’s coded transcripts and did 
not fnd any inconsistencies. Finally, we organized our codes into 
higher-level categories. We calculated the inter-coder reliability 
(Cohen’s Kappa = 0.88), which is considered good [20]. 

We followed an open coding and deductive analysis method to 
explore participants’ perceptions, practices, and challenges of social 
media targeted ads. We grouped lower-level codes into sub-themes 
and further extracted main themes. We iterated this process to 
fnally produce approximately 50 themes to interpret the results 
of participants’ perceptions, concerns, individual experiences, and 
challenges with targeted social media advertisements. Some exam-
ple themes are: “Infuencer Based ads,” “South-Asian consumerism 
and discounts,” “Ad setting- Desktop vs. Mobile, ” “Fraud targeted on 
low-income population” 

3.5 Participants 
We interviewed 40 participants, 20 from Bangladesh and 20 from 
India. From Bangladesh, an equal number of males (M=10) and 
females (F=10) participated. From India, slightly more females (60%) 
participated than males (40%). Most participants from Bangladesh 
(65%) were in the 25-34 age range, fve participants were in the 
18-24 age range, and two were in 35-44 years. Most participants 
(60%) from India were in the 25-34 age range, while two were in 
the age range 35-44 years, two in 45-54, three in 55-64, and one 
in 65-74. Most participants from Bangladesh (65%) and India (60%) 
were in the 25-34 age range. For Bangladesh, 25% are in the age 
range of 18-25, and 10% is 35-44. None of the participants are more 
than 45 years old. In contrast, in India, 40% of the participants are 
distributed in the age range of 45-74. Participants had at least a 
high school degree. Bangladesh participants’ educational status was 
diverse, which includes high school (10%), freshmen (5%), Bachelor’s 
degree (40%), Bachelor of Medicine, Bachelor of Surgery (MBBS) 
(5%), professionals (5%), masters (25%), and doctorates (10%). From 
India, most of them (55%) had a Master’s or a Professional degree, 
fve had a Bachelor’s degree, and four had a Doctorate. Participants 
from India (50% having a graduate degree) leaned towards a higher 
education status which can strongly or moderately be believed to 
be correlated to socioeconomic status (SES) [60]. Refer to Table 1 
for demographic details. 

4 RESULTS 
In this section, we present fndings related to participants’ percep-
tion of targeted ads on social media, their management strategies, 

and concerns about targeted ads. We also present participants’ de-
sign suggestions for improving the ad experience. 

4.1 Participants’ General Impression and 
Experience 

Impression of Targeted Advertisement. Participants from 
Bangladesh and India discussed several benefts of receiving ads, 
including exploring and comparing various product deals while af-
fording a convenient and time-efcient shopping experience. How-
ever, participants also shared negative impressions of targeted ads, 
such as “repetitive/annoying ads on the newsfeed,” and “random 
ads in between or at the start of video” P1B noted that- “I was watch-
ing a video on Facebook for 10 minutes, in between, several ads for 
10-15s interrupted my interest to watch the main video. It is so annoy-
ing.” Participants from India contrasted how ads on social media 
platforms could help sustain small businesses while also becoming 
a playground for big companies’ blatant monopolization. When 
we asked “Is it useful for you to see ads that are tailored to your 
interests?”, participants responded afrmatively. Participants who 
responded “Not all the time, Sometimes, No” diferentiated between 
two types of search activities, namely, search for contextual needs 
and general search. For instance, P3B noted: “I believe they already 
have my profle and what I am searching. Sometimes what I search, 
not necessarily what I will actually purchase or be interested in (gen-
eral search). AI shows some new suggestions based on those searches 
that are not really useful.” Unlike contextual searches, she found it 
useless to see ads based on general searches because she did not do 
those searches intending to buy products. 

Interaction with Targeted Advertisement. Participants dis-
cussed their experiences of interacting with targeted advertise-
ments. Many participants clicked targeted ads to reconfrm the 
quality of the products based on product reviews, number of posi-
tive/negative reviews, and product details. P4B explained how he 
assesses an ad’s authenticity based on reviews on the ads page, 
“Facebook is not trustworthy considering the review or ranking process. 
[...] Many people, including myself on Facebook, don’t buy products 
if there are not many reviews. Also, sometimes, competitors of similar 
products provide intentionally negative reviews. [...] ”. He highlighted 
that consumers have to assess the reviews smartly because some-
times reviews can be intentionally corrupted (negative) by competi-
tors to drive away business. Similarly, P15I noted another scenario 
when users click ads out of curiosity - “Yes. Occasionally. It happens 
out of curiosity. The intro part of the ad is attractive. But when you 
visit, you fnd it is of no use.”. More than half of the participants from 
Bangladesh and India accidentally clicked ads for various reasons, 
such as the inefective design of ads on mobile interfaces, deceptive 
“skip button” in video ads, and virus-infected devices redirecting 
to spam sites. P16B noted - “Most often, some ads are lengthy (in 
videos) 8-9 s [...]then I tried to skip and accidentally clicked on the 
ads from mobile due to the small screen.” 

Information Used/Process to Show Advertisement. Partici-
pants from both regions provided an array of possible mechanisms 
to show targeted advertisements. The most common responses 
were browsing history within the social media platforms and ex-
ternal browsing activities, which confrmed existing literature [55]. 
Several participants mentioned the market basket/cluster employed 
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ID Country Gender Age Education 

P1B Bangladesh Female 25-34 Bachelor’s degree 
P2B Bangladesh Male 18-25 Freshmen 
P3B Bangladesh Female 25-34 Master’s degree 
P4B Bangladesh Male 25-34 Professional degree 
P5B Bangladesh Female 35-44 Bachelor’s degree 
P6B Bangladesh Male 25-34 Bachelor’s degree 
P7B Bangladesh Female 18-25 High school graduate 
P8B Bangladesh Female 25-34 Bachelor’s degree 
P9B Bangladesh Female 25-34 Master’s degree 
P10B Bangladesh Female 35-44 Doctorate degree 
P11B Bangladesh Male 25-34 Bachelor’s degree 
P12B Bangladesh Female 18-25 High school graduate 
P13B Bangladesh Female 18-25 Bachelor’s degree 
P14B Bangladesh Male 25-34 Master’s degree 
P15B Bangladesh Male 25-34 MBBS 
P16B Bangladesh Female 18-25 Bachelor’s degree 
P17B Bangladesh Male 25-34 Master’s degree 
P18B Bangladesh Male 25-34 Doctorate degree 
P19B Bangladesh Male 25-34 Master’s degree 
P20B Bangladesh Male 25-34 Bachelor’s degree 

     ID Country Gender Age Education

P1I India Female 
P2I India Female 
P3I India Male 
P4I India Female 
P5I India Female 
P6I India Female 
P7I India Female 
P8I India Male 
P9I India Female 
P10I India Female 
P11I India Female 
P12I India Female 
P13I India Female 
P14I India Male 
P15I India Male 
P16I India Female 
P17I India Male 
P18I India Male 
P19I India Male 
P20I India Male 

25-34 Bachelor’s degree 
25-34 Bachelor’s degree 
25-34 Professional degree 
25-34 Master’s degree 
25-34 Professional degree 
25-34 Bachelor’s degree 
25-34 Professional degree 
25-34 Professional degree 
35-44 Master’s degree 
25-34 Professional degree 
25-34 Master’s degree 
45-54 Doctorate degree 
45-54 Doctorate degree 
65-74 Doctorate degree 
55-64 Doctorate degree 
25-34 Master’s degree 
55-64 Master’s degree 
55-64 Bachelor’s degree 
35-44 Bachelor’s degree 
25-34 Master’s degree 

Table 1: Participant demographics and background. 

by social media to suggest closely related product ads based on 
consumers’ current purchase behavior or that of people in the same 
cluster, which also confrmed literature [62]. Participants also expe-
rienced “Ads retargeting” as P7I noted, “If I have made a google search, 
I see those ads appearing on Insta and FB.” When asked about infor-
mation collection by online ads companies, one-third of participants 
from Bangladesh indicated a slightly diferent list of information 
before and after watching the informational video about targeted 
ads. For example, before watching the video, P15B assumed ad com-
panies collect information such as demographic info, mobile/email 
address, and group/cluster behavior (e.g., relatives added to social 
media accounts). However, after watching the video, he updated 
his responses to search history, page visits, and purchase history. 
Lack of understanding of how targeted advertising works possibly 
contributed to the diference in before and after responses. This 
supports the literature on the lack of privacy literacy in Bangladesh 
[26]. However, from India, few participants changed their responses 
after watching the video. For example, when we initially asked P4I 
whether ads were tailored, she responded ’no’ because “It’s not 
useful. Most of the time, it is useless because it constantly puts things 
on your face that you don’t want. It shows products based on recent 
searches.” Even though she noted that the ads are based on recent 
searches, she interpreted tailored ads in terms of the ‘usefulness 
of the ads.’ However, after watching the video, she agreed that ads 
are somewhat tailored, “Yes, but not entirely. Just because I choose to 
type something for a search does not defne my personal interest. It 
could be random thought.” After watching the video, she associated 
‘tailored Ads’ with her ‘personal interest’ and not the ‘utility’ of an 
Ad. 

4.2 Unique Perception of Targeted Ads 
4.2.1 Format of Ads. Our participants identifed a variety of ad 
formats, such as a combination of text and image content in social 
media feed [30], video advertisement [63], sponsors ads [29]. How-
ever, they also highlighted two novel ad formats: infuencer-based 
ads and soft ad targeting. 

Infuencer Based Ad. Many participants from both regions 
pointed out the prevalence of infuencer-based ads on diferent 
social media platforms, especially Instagram and Facebook. Partici-
pants emphasized “ingrained trust” towards product ads created by 
certain celebrities and internet personalities whom they follow and, 
in some cases, consider an idol. Thus, advertisements posted such 
‘trusted’ celebrities positively impact their purchase decision. For 
instance, P3B shared “Shakib al Hasan’s (cricketer) is a popular per-
son worldwide with millions of followers. He promoted jukebox, Brac 
bank tara credit card ads. His ad inspired me as a cricket fan to get the 
card. Also, top people choose to promote ads of products with much 
consideration, so the product should be good.” Participants from India 
also shared experiences with infuencer ads but did not associate 
them with celebrity trust and brand value. For example, P4 shared 
that “On Instagram, I don’t really see the ads for the products, but I 
see the reels and videos for that product from established infuencers. 
Or see (food) recipe videos and reels from (other) infuencers.” 

Soft Ad Targeting. Participants also shared how they experi-
enced soft ad targeting through articles posted on Facebook from 
websites such as BuzzFeed and The Quint (from India). P6I shared, 
“I see posts from BuzzFeed and Quint - ‘these are the 20 top skincare 
products’ - that people are buying and that you should too.” Inside 
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these articles, several products are listed with user reviews and 
links to buy through Amazon or other retailers. She continued that 
“I am seeing posts for skincare products on buzzfeed, quint, vogue, 
etc, and I see one particular moisturizer appearing on all lists. And 
then Nyka starts showing ads for that moisturizer. Then I might end 
up buying it.” She pointed out that when she notices a particular 
product repeated in all articles, it entices her to buy it. 

4.2.2 Compare Targeted Ads on Various Platforms. Participants 
compared targeted ads on diferent platforms, mainly Facebook, 
Instagram, and YouTube. They diferentiated based on three aspects-
(1) Relevancy and repetitiveness, (2) Users’ experience (e.g., 
interruption by ads), (3) Ad categorization based on platform. 

Many participants indicated the efciency of various social media 
ecosystems in generating relevant ads based on users’ interest 
profles and online behavior. P15B compared YouTube vs. Instagram 
vs. Facebook and noted that “On YouTube, the ads are very repetitive, 
even 2 ads in a row in videos, you cannot skip it, cannot minimize it, it 
forces me to see ads. YouTube ad is not relevant at all. Cooking items, 
dresses, daraz [...] are not relevant. On Instagram, I do not see ads, and 
it even has a system to block (ads) if you have multiple accounts on 
Instagram. On Facebook, I see mixed types -some are relevant, some 
are not.” Several participants from Bangladesh also observed that 
ads from the native language were repeated more often compared 
to ads from international brands in English. P15B noted - “I didn’t 
see much repetitive ads from international brands in english language. 
International, brands ads are okay, Samsung, Xiaomi, etc. Chaldal, 
pathao— those are repetitive.” 

Participants also explained the level of interruption caused by ads 
on diferent social media. Specifcally, they noted the nature of Ads 
(static vs. video content) as a major cause of the interruption. P16I 
reported that YouTube ads cause more interruption than Instagram 
-“Most prominent in YouTube. If I am watching a video and I don’t 
have a premium account, there are donation ads. Ads on Instagram 
and FB are static so it does not interrupt the fow.” 

Participants further categorized ads based on targeted users on 
various ad platforms. P3I compared how ad content and type difer 
on Instagram, YouTube, and Twitter. P3I noted-“On Instagram, it 
picks up whatever conversations I have. E.g., shopping.[...] But Youtube 
throws ads at me based on the content I engage with on the platform. 
For Twitter, I see self-promotion’ ads. Also, get many crypto ads.” P3I 
further claimed not to receive Ads on LinkedIn while he got ads on 
Instagram based on his web search - “Whatever I search on Google 
appears on Instagram. My web search is feeding into my Instagram. 
However, on LinkedIn, I don’t see ads. Nobody is trying to sell clothes 
on LinkedIn. The purpose is also changing. They are trying to cater to 
professional needs.” 

4.2.3 South-Asian Consumerism and Discounts. People tend to 
make purchase decisions based on how much discount they would 
get, regardless of product quality or fraud risk. Some participants 
shared that they even lost their money in an attempt to secure large 
discounts on a product which ultimately turned out to be a fraudu-
lent Ad. According to P15I- South Asian consumerism and discounts: 
Esp in south Asian countries, the user checks for price. If there is a 
50% sale on a product, then they just buy without checking for quality. 
E.g., in the case of sports shoes, if you compare the price tag for Nike 
or Adidas with other non-brand shoes, then you prefer the cheaper 

ones.” P15B similarly indicated product discount as a motivating 
factor - “ I am shopping savvy. I like product ofers, prices, outlet 
near-house locations, and shopping for new ofers. For me specifcally, 
If I get to know about ofers with 40-70% discount. I would go for it, 
I am okay with the quality.” Prior work [4] has highlighted that 
individuals often follow the model of immediate gratifcation when 
making decisions, even if those decisions could risk their privacy. 
Similarly, these users were drawn by the immediate savings for 
their purchase. 

4.3 Users’ Mental Model of Targeted 
Advertisement 

To explain how companies might show ads to users, our participants 
generally shared two types of mental models. The most popular 
responses included multiple stakeholders, such as third parties and 
frst parties (e.g., social media and shopping companies) exchanging 
data in users’ profle creation. Another common mental model 
involved an AI-driven concept which includes “AI generated users’ 
cluster,” “AI design to nudge users with Ads,” “AI being confused 
with users who heavily searched”. For example, P19B commented 
- “I searched a lot of diferent items [...] The ads AI system might get 
confused. Maybe that’s why I don’t see useful ads since I searched 
too much.” Some participants who mentioned AI-driven concepts 
specifcally noted those as hypothetical notions. It ties back to 
how users think about algorithmic systems and how those systems 
function [41], which is not necessarily to be understood as a false 
belief, but rather, the way users imagine or perceive [12]. 

To further unpack users’ mental model, we provided participants 
with a detailed scenario to understand their thoughts about how 
targeted advertisement work and how information fows. We asked 
them to sketch their understanding and think aloud. We synthesized 
and conceptualized their sketches into broad categories -(1) who 
tracks and collect users’ information on various platform, (2) 
how data is shared, and (3) how data is processed. The frst cat-
egory includes data collection by browser cookies, connecting third 
parties with frst parties, which confrmed previous literature [64]. 
We present the concept of data share and process here. 

4.3.1 Data Shared by External App Configuration. Many partici-
pants believed that device app permissions enable the collection of 
users’ information, including audio, camera access, and microphone, 
to social media apps. This implicit user permission allows device 
manufacturers to share (essentially sell) users’ information with 
social media platforms, such as Facebook and Instagram. In this 
model, users’ device permission becomes the primary entry point 
for targeted ads. P16I explained “Data is captured from my phone by 
these apps. The terms and conditions of these apps are hard to read, 
and users allow to access data. In another scenario -Data is saved 
by app 1. Shared by a common intermediary. It sells it to a diferent 
entity.” P7I shared a similar mental model (Figure 1). Participants 
from Bangladesh also shared this mental model. P13B explained 
that within the device, apps could interact with each other via 
permission. For instance, online shopping apps can interact with 
Facebook to share users’ information. In another scenario, she noted 
that “there could be another app in the same device collecting the 
information as third party and then, sharing those with Facebook app. 
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Finally, Facebook generates targeted Ads for the audience.” Figure 1 
presents examples of this model. 

4.3.2 Data Processed by Various Social Media AIs. Participants 
who proposed this model believed that various social media AI 
systems have a central mechanism (e.g., database) to process users’ 
information, such as online activity and keyword searches. For 
example, if a user’s behavior and search get updated on one social 
media, such as Facebook, the user’s interest database on Instagram 
will also update. Individual social media AI systems will then match 
new interests with old interests database to generate ads. P9B noted 
- “All AI of social media platform is connected and process data with 
updated user interest over time. If I never searched for shoes before 
and I searched for shoes on Facebook for the frst time, it will be 
shared to Instagram, and their AI has a central system to match new 
information and process it.” Similarly, P5I explained how AI could 
share and process keywords across diferent platforms - “Google 
search shares my information with Instagram. Instagram takes key 
works from Google search, e.g., Fab India, Girl, Lehenga Choli (dress) 
for 2-year-old (product searched on Google). And then, they show 
ads based on these keys words using their algorithm. The system is 
smart to take the keywords and generate ads automatically.” Figure 2 
present examples of this model. 

4.4 Targeted Ads Management Strategies 
4.4.1 No Use of Ad Privacy Seting. More than half of the partic-
ipants in our study reported that they never used any existing 
advertisement controls on social media platforms. They attributed 
it to a lack of awareness and difculty in discovering and using 
existing Ad settings. For example, P19B shared that ad settings 
are complicated to use and difcult to navigate. In his words- “I 
don’t think there is actually a good setting to control. The features are 
too much even to fnd out and use. Maybe the user experience is not 
good and not noticeable by users.” Even though some participants 
discovered the Ads setting, they argued that managing the ads set-
ting is time-consuming or requires much efort. P8B noted that-
“On Facebook, I never used any strategies. Using those options would 
take more time than using an ad blocker.” P13B preferred using ad 
settings on the mobile interface compared to the desktop because 
of the minimalist user interface on the former. She noted- “Prefer-
ence list of ad setting is easier in mobile with the lesser option, the 
desktop version has too many options” Most participants didn’t fnd 
it necessary to manage ads settings and ignored existing settings. 
For example, P5I did not use any ad settings because she found ads 
useful. She said “I generally fnd ads useful. I really enjoy watching 
the ads. The power to buy products is in my hands.” 

Most participants who did not use ad settings reported scrolling 
down or ignoring the ads. P2B commented that “If the ad is not 
relevant, I don’t care much, I just scroll down and go to the next topic 
or post that I am interested in.” Since the objective on social media 
is browsing posts, participants mentioned they skipped ads to save 
time. For example, P9I said that “I don’t use any ad settings. Instead, 
I just scroll past the ad because I don’t have time. Ads disrupt my 
fow.” 

4.4.2 Use of Ads Seting. Participants from Bangladesh and India 
reported using a number of existing ad settings, such as hide, re-
port, and video ad skip as well as self-formulated strategies, such 

as unfollowing ad pages and turning of notifcations to control 
advertisements in social media. 

Hide / Report ads. Hiding Ads is a frequently used ad control 
by participants, mainly on Facebook. Participants found Hide ads 
settings to be a handy option to control the frequency of the ads 
if they are uninterested in some ads or annoyed by repetitive ads. 
P13I noted that- “I custom ads that I don’t receive ads for donations 
or prayers about recovering. Hide them from my newsfeed.” Some 
participants further mentioned that the Hide ad setting failed to 
meet their expectations of managing Ads. They still received ample 
repetitive ads even after using the Hide ad setting. For example, P7B 
noted that “Some pages send ads so frequently that if I refresh, I see 
the ad again. So (Hide ad) setting actually doesn’t work.” Compared 
to Hide ad control, participants did not frequently use Report ad 
Setting. P7B reasoned that she avoids using the Report ad feature 
because it is time-consuming, “why reporting Ads, such as mislead-
ing, spam, scam, etc. If I choose to report, then they will ask for so 
much information, so I don’t use the report option.” YouTube also has 
a similar control, i.e., “Don’t show content.” 

Self-formulated Ad controls. Participants mentioned their 
strategy to control ads, specifcally muting ads on Facebook stories 
and unfollowing ad pages. P4B prompted to ad page and unfollowed 
the page with an expectation that he will not “Sometimes I unfollow 
if I don’t like repeated ads. I go to the ad page and unfollow the 
page.” Expanding on using the ad mute option on Facebook story, 
P7B noted- “I use mute ads, there are some ads coming from some 
pages with nude content in my facebook stories even if I didn’t like 
or follow those pages before.” Some participants also mentioned 
using speed-up settings in YouTube videos with the intention of 
skipping the Ad. P16B noted- “In video Ad, there is a feature of 
speeding up the video, I can now speed up the videos on Facebook 
like youtube.” Participants also explained how they managed ad 
permissions using device settings, hoping that it would also limit the 
ads. Specifcally, P8I managed app permission settings by changing 
data access permission within iPhone settings. For each app, he 
applied diferent settings to access permission. For example, the 
screenshot 3(c) demonstrated the settings he applied for YouTube 
app with iOS permission. He further explained that “Now I am 
very mindful to turn the location of for an app that does not need 
it. Also, other features include microphone settings. If Uber requires 
my location, I understand. But if a news app requires my location or 
microphone setting, I turn it of.” 

4.5 Concerns 
4.5.1 Ad Fraud on social media. Multiple participants from India 
and Bangladesh experienced online ad fraud. While some partic-
ipants mentioned how they received poor quality items or never 
received the item after purchasing, others highlighted how some 
fraudulent ads targeted people from a specifc socio-economic class. 
For example, P17B pointed out that “ads are targeting the middle 
class to fraud them”. He shared how one of his friends invested 
a sizeable amount of his savings into a company he came across 
through Facebook ads. After the frst installment payment, the com-
pany vanished with all his money. He suggested that a possible 
reason behind such frauds could be that “people are not educated 
in Bangladesh and poor and middle class and want to make money. 
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(a) (b)

Figure 1: Data Shared by External App Confguration: when a user visits an online shopping store from a mobile device, it 
will share the user’s information with other apps in their device, including social media apps, because of app permission 
mechanisms. Social media generate targeted ads based on the information received. Figure (a) is P7I, and Figure (b) is P13B. 

Figure 2: Data Processed by Various Social Media AIs.: when a user visits an online shopping store and shares data with X1 
social media, the user’s interest profle is automatically updated with new information across X1, Y1, Z1 social media by the AI 
system. It then generates a targeted ad for the users. Figure (a) is P9B, and Figure (b) is P5I. 

Those companies’ targets are those non-educated people who don’t 
know much about online fraud in the online space”. Participants from 
India shared similar thoughts about how lack of computer literacy 
could make people easy victims of online ad fraud. 

After the participants experienced ad fraud, they had no means 
of redressal. For example, P17I shared his experience of trying to 
reach out to Facebook for ad fraud, “ I saw an ad on FB about some 
Bluetooth device in 2019. I thought it was a good price. I purchased it 
in cash on delivery. When I received it, it was poorly packaged, and it 
was a kind of fraud. I complained to FB and the company. They did not 
respond. I don’t know what the role of FB in this situation is. I don’t 

know where I should go to register a complaint.” He highlighted two 
interesting aspects: frst, a consumer is unclear about whom to reach 
out to if they experience ad fraud. Second, consumer organically 
expects Facebook to take some action since it allowed a fraudulent 
ad to reach the audience on their platform. He further suggested that 
“Social media should also be aware of the quality of ads and products 
being advertised. Social media should check the quality of ads. Because 
otherwise, everyone will be behind social media that such fraudulent 
products are showing on their platform. It impacts FB’s brand value.”. 
In his view, Facebook should shoulder responsibility for the quality 
of ads it allows on the platform because users trust Facebook’s 
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Figure 3: Ads controls used by participants; Figure (a) is Hide ads on Facebook; Figure (b) is Don’t show content on YouTube; 
The participant in Figure (c) is limiting YouTube data access on iPhone; Figure (d) is skipping video ads. 

brand when they buy products through ads on its platform. Sharing 
similar concerns, P4B discussed the importance of implementing 
existing regulations and possible ways to enforce those in validating 
ads’ legitimacy. He expected Facebook to establish standards that 
distinguish entities and block ads from fraudulent entities. In his 
word -“we don’t enforce laws in our countries like western countries. 
Facebook can be customized to adopt those types of laws and create 
licensing processes with people who are conducting business.” He 
further highlighted the growing distrust of users towards Facebook, 
resulting from a lack of platform accountability/reliability. 

4.5.2 Device Sharing and boundary management. Participants high-
lighted how sharing of devices with family members, especially 
with young children, could be a cause of concern. For example, 
P10I shares her laptop with her child. Sometimes she would use 
the laptop to watch some soap operas. She shared an example of 
how If you watch a particular cable TV channel (online), you will see 
ads for those channels. E.g., soap opera v. bbc or educational channel. 
Some ads might not be suitable for kids. She worries that when her 
child uses the same laptop, they might see ads for soap operas that 
may not be suitable for their age. On the same note, P8B shared 
an incident when sharing device (e.g., laptop, mobile phone) led 
to an embarrassing situation with her family members. Often her 
mom used her phone for social media log-in, mainly to be updated 
about national crises. She happened to click on a news ad “Islamic 
dress policing”, which redirected her to a porn video site creating an 
embarrassing situation for them. In her words - “My mom, 50 years 
old, saw these ads, and it was so embarrassing for her. She thinks she 
saw it because she might see it before using my phone.” 

4.5.3 Psychological manipulation and body-image issues. Several 
participants expressed annoyance at the repetitive nature of ads 
on social media platforms. They argued that it creates psycholog-
ical pressure to buy products. For example, according to P6I “It 

need it.”. Others argued that companies selling their products on 
platforms such as Facebook deeply understand users’ preferences 
to entice them to buy more products. P15I highlighted that They 
have deep knowledge about the psychology of users, e.g., in my case, I 
get ads for books. I also get ads for hiking and trekking. They attack 
you on your weaknesses.. Associating this scenario with the physical 
marketplace, P12B mentioned how social media ads adopted the 
characteristics of a salesperson who usually infuence potential 
buyers to purchase certain products, even if they might not need 
them. She said - “people in person can infuence me to buy something 
in store. But online, Ads are showing things in repetitive ways.[...] I 
often buy things for fear of not getting the product if I wait. I buy 
things I don’t need.” Female participants also argued that ads on 
social media platforms are gender specifc. Sometimes they would 
receive ads on Instagram or Facebook targeted at losing weight 
or other ftness programs. For example, P5 shared that after she 
delivered a baby, she started getting ads on Instagram about weight 
loss programs for new moms. It constantly made her conscious 
about her weight and created “mental pressure to buy health service 
to get ft.” 

4.5.4 Listening/Reading personal conversations. The majority of 
participants from both countries suspected that their conversa-
tions were tracked by some entity. Participants identifed three 
types of conversations being tracked, phone calls, in-person, and 
messages sent on communication apps such as WhatsApp and 
Messenger. P6I shared how she started receiving ads for a specifc 
clothing brand on Facebook after her mom recommended it on a 
phone call. “I was discussing a particular brand with my mom on 
the phone. I immediately started seeing the ads for that brand on 
FB. It is a little creepy. Things that you are referring to thru phone 
conversation - social media knows it. No privacy even in phone calls.” 

In another instance, P7I shared how she started receiving travel-
related ads after an in-person conversation with her brothers. “I 

feels like they are creating a need for you, make you believe that you was discussing with brother (face-to-face) with our phones nearby 
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about travel plans for international travel. After some time, I saw 
ads for tour packages on international travel.” P8I shared a similar 
experience and added “I have never given my consent to listen to 
my microphone.”. Additionally, he also suspected that social media 
platforms read through his WhatsApp messages because according 
to him “Me and some friends were discussing which phone to buy 
on WhatsApp chat. Now we all see ads for that phone. ”. He argues 
that “WhatsApp claims that chats are encrypted, but the data still 
leaks out to show ads”. In a similar context, P11B expected his data 
to be dealt with diferently when it’s public vs. private information 
on social media. He considered Facebook posts as public content 
and messenger text to be private. He expected Facebook not to use 
messenger texts to show ads. In his word- “Many say, Facebook is 
using those text data anonymously. But I don’t believe so. Public posts 
are public; Facebook can use them. But the messenger text is private, 
[...] when they are collecting without consent.” 

4.6 Participant Suggestions on Privacy Designs 
We asked our participants to suggest features of a magic tool that 
could help them manage ads on social media. Participants suggested 
various features, which we describe below. 

4.6.1 User control and Experience. Participants suggested various 
design suggestions to see ads diferently on the social media plat-
form. Some participants preferred that ads should be shown at 
specifc times of the user’s choosing. P5I reasoned that “Insta-
gram sometimes throws ads at you even when you don’t want them. 
It can get irritating.” She proposed that there should be “A type of 
time setting. E.g., show me ads at a specifc time duration.” Similarly, 
participants preferred to see ads in a separate window within the 
social media app. For example, P10I suggested “To have a dedicated 
page so that I can choose when I want to go there. Rather than putting 
it randomly and causing inappropriate situations for me. Tailored ads 
are good, but a dedicated page would help balance that.” 

Some participants highlighted that they found existing ad feed-
back features from YouTube helpful. P1I explained, “YouTube ads 
sometimes deliver good ads, sometimes not. It sends surveys when you 
skip ads. I like YouTube asking about what ads I like.” Similarly, P15B 
suggested to adopt existing features from other social media 
platforms. As such, he compared the ad preference setting of Twit-
ter and Instagram with Facebook -“On Instagram and Twitter there 
are options asking for user’s preferences from time to time. Facebook 
could also do something similar for relevancy. In crisis time, during 
covid, Facebook asked for a covid related survey before saving user’s 
status and preferences. Why not ask in ordinary situations, asking for 
preferences? ” 

Participants also suggested that social media apps should have 
an option for users to flter ads based on their interests. For 
example, P12I shared that there should be an “Option for users to 
see certain kinds of ads. They should not bother me with ads I don’t 
want.” It would help her to flter irrelevant ads. Similarly, P12B 
shared her experience of receiving Ads with educational resources 
for Bachelor’s admission while she was already a senior-year un-
dergraduate student. She indicated Similarly, P3I and P13I wanted 
to flter repetitive ads. P3I explained “If I am done with a certain 
product, then the ads should stop. E.g., I am done with buying a phone, 

but they still show me ads for other phones.” He found the repetitive 
nature of ads annoying and useless. 

Participants from Bangladesh suggested having compatible ad-
vertisement management settings across devices. P11B encountered 
issues while using the skip button on his phone, which seemed to 
be working well on his laptop “I used the Cross button, and it is too 
small to click from mobile phone (Facebook video ads).”. Although he 
was aware of Facebook’s ad settings, he found them ambiguous to 
use. He preferred minimalist Ad settings- “Facebook already has 
so many options and features. adding more features, I don’t think will 
work for me.” 

4.6.2 Mitigating fraud & User Education. Participants from both 
countries experienced ad fraud on social media platforms. They 
suggested that social media platforms should verify ads and flter 
spam ads. For instance, P5I suggested that social media platforms 
could add “Some icon to show that the ad is not spam, e.g., similar to 
a blue tick on Twitter to show that the user is not bot”. P4B suggested 
adopting Facebook’s existing public fgure “account validation 
process” and “blue tick mark” for ad verifcation - “When someone 
creates a page and signs up for ads within Facebook, Facebook can 
validate if those are the real seller. Like Facebook has some blue tick 
options in diferent validated public fgure pages.” Another design 
suggestion from P12B was creating a ranking system for adver-
tisements in similar categories based on certain metrics such as 
the number of positive reviews. She suggested that it will guaran-
tee a certain level of trust towards advertisements- “Facebook can 
create a ranking of same category ads based on a number of positive 
or negative reviews. It will make the ads more trustworthy.” Partici-
pants also highlighted the need for increased user awareness and 
computer literacy in the South Asian region. For instance, P15I 
highlighted that, “Consumers must become more intelligent, esp in 
south Asian countries. Because of a lack of computer literacy, people 
just get attracted to ads instead of going thru our intelligence, that 
is what we want. Hence we get confused and order things we don’t 
want. Technology is present, but user intelligence is lacking.” 

4.6.3 Policy and Transparency. Several participants suggested that 
social media platforms should be transparent about tracking user 
activities across the internet and seek user consent to be tracked 
online. P1I explained, “I would like Instagram to ask me if I am 
comfortable sharing activities on specifc website when I am browsing 
it. Instagram should make the data sharing policy explicit at the 
beginning of using the app. They should be clear about what websites 
they track and not track and not hide in verbose language.” Others 
suggested that social media platforms and related stakeholders 
should create industry standards around data sharing between 
social media platforms and third-party companies. Similarly, P20B 
speculated that social media profts from users’ information and 
should be transparent. We also found that some participants did not 
want to see any ads on the social media apps because that would 
disrupt the fow of using the app or would not be useful. 

4.6.4 Design Preferences for Ad Explanation. To explore partici-
pants’ design preferences for ad management, we asked if they 
would like to see an explanation of why they see certain ads. Sur-
prisingly, the majority of participants from both countries preferred 
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not to to have an ad explanation. Some participants felt ad explana-
tion was unnecessary since they already knew how to manage ads 
through existing settings. For example, P19I said that “Not really. 
Because even if I get an explanation, it will not have any purpose. 
I can block ads I don’t want to see.” Some participants indicated 
that ad explanations could cause anxiety when companies collect 
a large amount of user information. P1I mentioned that “I am not 
much interested in getting the explanations because it might ‘freak’ 
me out.” P20B similarly highlighted that “I would not, it might make 
me worried that they are collecting such info.” Even though some 
participants were interested in seeing Ad explanations, they were 
concerned that companies could provide misleading information. 
Participants did not trust companies to provide them with accu-
rate explanations. It could further confuse users and propagate 
misinformation. A small number of participants prefer to have ad 
explanations for certain ads instead of all to avoid information over-
load. P3B noted that “I am okay with minimum ads; overload is not 
acceptable. Having ad explanation for each ad will be an overload.“ 

4.7 Targeted Ads Perception: Before & After 
Educational Video 

As discussed in method section 3.3, we revisited questions about 
participants’ perception, understanding, and management of social 
media-targeted ads from the frst part of the interview to assess 
whether the tutorial video impacted their original understanding 
of the targeted ads. A few participants from Bangladesh and In-
dia added or updated some details after watching the educational 
video. One example is from Bangladesh, where P5 mentioned an 
array of data collection by advertisement companies, including 
"email address, recovery email address, id, interest, search, friend’s 
id" before the video. However, after the video, she updated her 
response and added “cookies” to the initial response. She mentioned 
being unaware of cookies and how they worked in the context of 
the targeted advertisement before the video. Similarly, P7I from 
India remembered cookie use after watching the video. She fur-
ther shared her experience comparing cookie notifcations in UK 
and India while each website in the UK asks for cookie preference, 
even small restaurants. Similarly, for the drawing task after the 
video, two participants slightly updated their sketches based on the 
scenario after they watched the video. 

5 DISCUSSION 
Our results provide insights into how participants from Bangladesh 
and India perceive targeted ads on social media platforms (RQ1), 
manage ad privacy settings (RQ2), and share concerns emanat-
ing from targeted ads (RQ3). Our work contributes to two under-
studied perspectives: (1) under-researched populations (people in 
Bangladesh and India) and (2) targeted ads on diferent social media 
platforms. In this section, we frst compare fndings from prior work 
on ad privacy with our study fndings. Then we provide design and 
policy recommendations to improve users’ targeted ads experience 
and privacy on social media platforms. 

5.1 Key Findings 
5.1.1 Users’ perception of targeted ads on social media platforms. 
Early work found that people tend to have a mixed or negative 

attitude toward targeted ads, with most users opposing third-party 
tracking [37, 54, 55]. However, in the contemporary globalized 
context, people are willing to embrace the benefts of target adver-
tisements with conditions such as “deliver the ads really interests 
me” and “I have enough control over information tracking” [5, 14]. 
Confrming and extending prior studies, our participants from India 
and Bangladesh had positive and negative impressions of targeted 
ads. In line with the results of Agarwal’s study [5], low ad quality, 
such as showing irrelevant, fraudulent, and embarrassing ads, is 
the main reason for the negative feeling of targeted ads. It contrasts 
with the fndings of early work that attributed pervasive tracking 
as the leading privacy concern. Furthermore, one unique fnding of 
our work is that participants’ attitudes toward OBA are complex 
and depend on the context, such as advertisement type and which 
social media platforms are showing ads. 

Prior work in the western context has reported various ad for-
mats on social media platforms, such as a combination of text and 
image content, [30], video ads [63], and sponsored ads [29]. Our par-
ticipants identifed two novel/emerging ad formats, infuencer-
based ads, and soft ad targeting via articles. In particular, our par-
ticipants connected “ingrained trust” with infuencer-based ads but 
not with other types of ads. 

Our results showed that participants tend to compare ads’ cat-
egories, relevancy, repetitiveness, and interruption of browsing 
activities on various platforms, including Facebook, Instagram, and 
YouTube. Their attitudes toward targeted ads on diferent platforms 
changed based on the evaluation of the metrics mentioned above. 
For example, participants reported impatience with YouTube ads 
since ads on YouTube are hard to skip and highly repetitive. 

5.1.2 Users’ mental model of targeted ads on social media plat-
forms. Our participants from both countries lacked a nuanced un-
derstanding of how targeted ads work, which conforms to previous 
works [5, 37, 55]. When asked to describe how targeted ads work, 
they shared fve mental models, three of which are reported in the 
prior works situated in the western context: third-party data collec-
tion, frst-party data collection, and browser cookie collection [64]. 

Two unique mental models reported by our participants are a) 
data shared by external app confgurations/permissions and b) data 
processed by various social media AIs. The frst mental model refers 
to implicit permission (default on) of mobile devices’ information 
collection, such as audio, camera, and microphone. Participants 
believe mobile manufacturers could share/sell this collected infor-
mation to social media platforms and generate target ads. For the 
second mental model, participants claimed that various social me-
dia platforms’ AI systems share one central database. The AI system 
could collect user behavior data on one social media platform (e.g., 
Facebook) and could be used to recommend target ads on other plat-
forms (e.g., Instagram). Prior studies (e.g., [10, 16]) in the western 
context reported that users desire interpretable explanations about 
targeted ads. In contrast, most of our participants did not want ex-
planations for targeted ads because they believed the explanations 
could lead to misinformation or were simply unnecessary. 

5.1.3 Users’ controls of targeted ads on social media platforms. Sim-
ilar to prior work in the western context, some participants used 
existing ad settings, such as hiding or reporting ads [24, 25], or 



User Perceptions and Experiences of Targeted Ads on Social Media Platforms: Learning from Bangladesh and India CHI ’23, April 23–28, 2023, Hamburg, Germany 

scrolling or skipping irrelevant ads [55]. Participants also high-
lighted an interesting South Asian consumer tendency to buy 
discounted products without checking for the seller’s legitimacy 
or product quality upon viewing the ads. Acquisti et al. [4] high-
lighted that individuals tend to make privacy myopic decisions 
and reveal personal information in exchange for immediate grati-
fcation, such as a reward or a heavily discounted product. How-
ever, such decisions could lead to ad fraud targeted at specifc 
socio-economic classes or people with low computer literacy and 
awareness. 

5.1.4 Users’ concerns of targeted ads on social media platforms. Sev-
eral studies [38] reported multiple user concerns about targeted ads, 
including an extensive range of information collection, pervasive 
monitoring, and inaccurate profling. Agarwal’s study showed that 
Indian users worry about advertisers misusing collected informa-
tion. For example, advertisers may use their phone number to send 
spam texts and marketing calls. Our participants reported similar 
concerns. However, they shared other unique concerns situated 
in their cultural context and lived experiences. For instance, some 
female participants reported receiving gender-specifc targeted ads 
leading to body image issues while also experiencing privacy in-
fringement due to device sharing with family members such as 
children. Additionally, participants mentioned that the repetitive 
nature of ads created psychological pressure to shop. They also 
suspected that social media platforms constantly track users’ con-
versations. 

5.2 Design Implications 
Redesign the skip ad option. Our participants mentioned sce-
narios where the “skip button” did not work as expected on both 
desktop and mobile interface. It redirected them to the Ad page 
outside of social media. This behavior is similar to clickjacking, 
where clicking on a link or a close button would redirect the users 
to an ad or a malicious site [19]. The skip ad button could be 
designed to skip/close the ad as one would expect. Furthermore, 
many participants mentioned accidentally clicking ads from mo-
bile UIs due to the non-compatible features of social media across 
diferent devices (e.g., desktop vs. mobile). Considering [22]) re-
sponsive design guidelines [23] could make users’ ad experience 
better. 

Verify legitimate ads and sellers. Several participants from 
both countries fell for fraudulent ads they encountered on social 
media platforms. Currently, social media platforms (i.e., Facebook) 
primarily focus on fact-checking and political ad disclosure [15]. 
Participants reported losing money by purchasing low-quality or 
fake products from social media scam ads, which indicates a lack of 
regulation and quality control. Individuals have limited resources 
to flter scam ads with existing features, such as “report ads” button 
on Facebook and Instagram, etc. We suggest that social media could 
incorporate features to assess the quality and verify the legitimacy 
of ads. For example, social media platforms could combine Natural 
Language Processing model and human evaluation to build a scam 
ads detection system. Verifed ads on platforms could include an 
icon (e.g., a tick mark) to separate them from scam ads. 

In-platform features for explicit consent for app permis-
sions. Many participants expressed their suspicions and concerns 

about social media platforms monitoring messenger texts, access-
ing cameras, and listening via microphones to generate ads. We 
also observed our participants using phone settings on their mobile 
devices to confgure app permissions for social media platforms, 
such as location and microphone. However, confguring these app 
permissions outside the social media platforms was considered 
time-consuming for our participants We suggest two alternatives 
to increase the efectiveness and transparency of app permissions. 
First, social media apps/sites could show the list of permissions (i.e., 
location) and allow users to set/change preferences within social 
media sites to increase accessibility. Second, social media apps/sites 
could ask users for explicit consent to collect certain information 
via device permissions and integrate explanations of why they are 
collecting permissions. It could provide another opportunity for 
users to make a just-in-time informed decision in the data collection 
process. Prior studies [13, 33] suggest that users value transparency 
and are more likely to accept app permissions if provided with 
explanations. 

Redesign UI of ads user feedback on social media. Our 
results show that participants fnd it difcult to gain useful informa-
tion from other users’ comments on ads. It is because the positive 
and negative comments were mixed, and the overall feedback on 
the product’s quality is hidden in disorganized comments. Social 
media could provide ranking indicators (i.e., the percentage of posi-
tive and negative reviews) that can allow users to interact with ads 
and make informed purchase decisions. 

Improve Discoverability of Existing Ad Settings Partici-
pants preferred transparency about the data-sharing mechanism 
between third parties and social media platforms to show them 
targeted ads and how users could manage related permissions. They 
suggested that social media platforms share a list of involved entities 
and let users control it. Even though some social media platforms 
ofer similar ad controls, they are riddled with discoverability and 
usability issues [25]. For instance, the Ad Preferences page on Face-
book provides options for users to see fewer ads in their news feed 
and customize ad topics (‘Ad topics’). However, the ‘Ad Preference 
page’ is separated from the news feed and hidden in settings. More 
than half of our participants self-reported never using existing ad 
controls on social media platforms because of a lack of awareness 
and difculty in discovering existing Ad settings, similar to [25]. We 
suggest that social media platforms could integrate these controls 
in a menu on the corner of an ad to improve accessibility. While 
interacting with an ad on Facebook, users could tap on the three-dot 
menu next to each ad to access the ad control that allows them to 
see it less often. 

Data tracking transparency and threshold. Participants were 
unclear about the data sharing mechanism between third parties 
and social media platforms to show them targeted ads. Users are of-
ten given a binary control to choose whether Facebook can use data 
from partners to show personalized ads without clearly explaining 
the data-sharing process. Social media platforms could improve the 
transparency of ad settings by clearly defning diferent types of 
third parties involved and explaining the underlying data-sharing 
process. For instance, they could use bullet lists to visualize the 
data shared with various third parties and allow more fne-grained 
control for users to choose the third party they want to enable data 
sharing. 
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5.3 Limitations and Future Work 
Our exploratory study has some limitations. First, we only recruited 
from two South Asian countries. Therefore, our fndings may not be 
representative of users from other South Asian countries. Second, 
for participants from India, our sample data only included people 
who could speak either English or Hindi since the researcher in-
terviewing them could only speak those two languages. However, 
India is a diverse and vast country with over 22 languages spoken 
in diferent parts of the country. The inclusion criteria of partici-
pants from India may have further added limitations with certain 
socio-economic statuses. 

Furthermore, researchers recruited participants through word 
of mouth and posts on their social media accounts. Therefore the 
recruited participants are limited to the socio-economic and educa-
tional circles of the researchers. In other words, we cannot claim 
that our fndings will necessarily represent the user populations in 
India and Bangladesh in general. Future work could mitigate these 
limitations by conducting large-scale survey studies. Lastly, our 
study only surfaced a set of design ideas rather than deeply explor-
ing such ideas. Future studies could conduct co-design sessions to 
generate more design ideas and dive deeper into those ideas. 

6 CONCLUSION 
We conducted semi-structured interviews with participants from 
two South Asian countries, Bangladesh and India, to explore their 
perceptions, practices, and concerns related to targeted ads on 
social media platforms. We found that participants uniquely po-
sitioned their perception of targeted ads by comparing it across 
diferent social media platforms, often relying on infuencer-based 
ads for purchase decisions, etc. While they indicated concerns and 
challenges, such as fraudulent ads and poor user experience, sur-
prisingly, they value controls over transparency in the case of Ad 
management settings. We provided design implications to mitigate 
those challenges. 

ACKNOWLEDGMENTS 
We thank our participants for sharing their insights. This research 
was in part funded by the Meta Grant on People’s Expectations and 
Experiences with Digital Privacy. 

REFERENCES 
[1] 2022. Leading countries based on Facebook audience size as of January 

2022. https://www.statista.com/statistics/268136/top-15-countries-based-on-
number-of-facebook-users/ 

[2] 2022. Worldwide ad spending 2022. https://content-na1.emarketer.com/ 
worldwide-ad-spending-2022 

[3] Norah Abokhodair and Sarah Vieweg. 2016. Privacy & social media in the context 
of the Arab Gulf. In Proceedings of the 2016 ACM conference on designing interactive 
systems. 672–683. 

[4] Alessandro Acquisti. 2004. Privacy in electronic commerce and the economics of 
immediate gratifcation. In Proceedings of the 5th ACM conference on Electronic 
commerce. 21–29. 

[5] Lalit Agarwal, Nisheeth Shrivastava, Sharad Jaiswal, and Saurabh Panjwani. 
2013. Do not embarrass: Re-examining user concerns for online tracking and 
advertising. In Proceedings of the Ninth Symposium on Usable Privacy and Security. 
1–13. 

[6] Syed Ishtiaque Ahmed, Md Romael Haque, Shion Guha, Md Rashidujjaman Rifat, 
and Nicola Dell. 2017. Privacy, security, and surveillance in the Global South: A 
study of biometric mobile SIM registration in Bangladesh. In Proceedings of the 
2017 CHI Conference on Human Factors in Computing Systems. 906–918. 

[7] Mahdi Nasrullah Al-Ameen, Tanjina Tamanna, Swapnil Nandy, MA Manazir 
Ahsan, Priyank Chandra, and Syed Ishtiaque Ahmed. 2020. We don’t give a second 
thought before providing our information: understanding users’ perceptions of 
information collection by apps in Urban Bangladesh. In Proceedings of the 3rd 
ACM SIGCAS Conference on Computing and Sustainable Societies. 32–43. 

[8] Nufazil Altaf. 2014. Impact of social media on consumer’s buying decisions. Ab-
hinav National Monthly Refereed Journal of Research in Commerce & Management 
3, 7 (2014), 1–7. 

[9] Taanika Arora, Bhawna Agarwal, and Arvind Kumar. 2018. A study of millenni-
als’s preferences for social media advertising in Delhi NCR. Indian Journal of 
Marketing 48, 10 (2018), 34–51. 

[10] Natã M Barbosa, Gang Wang, Blase Ur, and Yang Wang. 2021. Who Am I? A 
Design Probe Exploring Real-Time Transparency about Online and Ofine User 
Profling Underlying Targeted Ads. Proceedings of the ACM on Interactive, Mobile, 
Wearable and Ubiquitous Technologies 5, 3 (2021), 1–32. 

[11] Sophie C Boerman, Sanne Kruikemeier, and Frederik J Zuiderveen Borgesius. 
2017. Online behavioral advertising: A literature review and research agenda. 
Journal of advertising 46, 3 (2017), 363–376. 

[12] Taina Bucher. 2017. The algorithmic imaginary: exploring the ordinary afects of 
Facebook algorithms. Information, communication & society 20, 1 (2017), 30–44. 

[13] Weicheng Cao, Chunqiu Xia, Sai Teja Peddinti, David Lie, Nina Taft, and Lisa M 
Austin. 2021. A Large Scale Study of User Behavior, Expectations and Engagement 
with Android Permissions. In 30th USENIX Security Symposium (USENIX Security 
21). 803–820. 

[14] Farah Chanchary and Sonia Chiasson. 2015. User perceptions of sharing, ad-
vertising, and tracking. In Eleventh Symposium On Usable Privacy and Security 
(SOUPS 2015). 53–67. 

[15] Laura Edelson, Tobias Lauinger, and Damon McCoy. 2020. A security analysis of 
the Facebook ad library. In 2020 IEEE Symposium on Security and Privacy (SP). 
IEEE, 661–678. 

[16] Motahhare Eslami, Sneha R Krishna Kumaran, Christian Sandvig, and Karrie 
Karahalios. 2018. Communicating algorithmic process in online behavioral ad-
vertising. In Proceedings of the 2018 CHI conference on human factors in computing 
systems. 1–13. 

[17] Ayman Farahat and Michael C Bailey. 2012. How efective is targeted advertising?. 
In Proceedings of the 21st international conference on World Wide Web. 111–120. 

[18] Jennifer Fereday and Eimear Muir-Cochrane. 2006. Demonstrating rigor using 
thematic analysis: A hybrid approach of inductive and deductive coding and 
theme development. International journal of qualitative methods 5, 1 (2006), 
80–92. 

[19] Michael Fire, Roy Goldschmidt, and Yuval Elovici. 2014. Online social networks: 
threats and solutions. IEEE Communications Surveys & Tutorials 16, 4 (2014), 
2019–2036. 

[20] Joseph L Fleiss, Bruce Levin, and Myunghee Cho Paik. 2013. Statistical methods 
for rates and proportions. john wiley & sons. 

[21] Kunal Gaurav and Aishwarya Suraj Ray. 2020. Impact of social media advertising 
on consumer buying behavior in Indian E-commerce industry. Sumedha Journal 
of Management 9, 1 (2020), 41–51. 

[22] Teresa D Gilbertson and Colin HC Machin. 2012. Guidelines, icons and marketable 
skills: an accessibility evaluation of 100 web development company homepages. 
In Proceedings of the international cross-disciplinary conference on web accessibility. 
1–4. 

[23] Jun Gong, Peter Tarasewich, et al. 2004. Guidelines for handheld mobile device 
interface design. In Proceedings of DSI 2004 Annual Meeting. Citeseer, 3751–3756. 

[24] Hana Habib, Sarah Pearman, Jiamin Wang, Yixin Zou, Alessandro Acquisti, 
Lorrie Faith Cranor, Norman Sadeh, and Florian Schaub. 2020. " It’s a scavenger 
hunt": Usability of Websites’ Opt-Out and Data Deletion Choices. In Proceedings 
of the 2020 CHI Conference on Human Factors in Computing Systems. 1–12. 

[25] Hana Habib, Sarah Pearman, Ellie Young, Ishika Saxena, Robert Zhang, and 
Lorrie FaIth Cranor. 2022. Identifying user needs for advertising controls on 
Facebook. Proceedings of the ACM on Human-Computer Interaction 6, CSCW1 
(2022), 1–42. 

[26] SM Taiabul Haque, Pratyasha Saha, Muhammad Sajidur Rahman, and Syed Ishti-
aque Ahmed. 2019. Of Ulti,’hajano’, and" Matachetar otanetak datam" Exploring 
Local Practices of Exchanging Confdential and Sensitive Information in Urban 
Bangladesh. Proceedings of the ACM on Human-Computer Interaction 3, CSCW 
(2019), 1–22. 

[27] Fazlul Hoque, Tahmina Akter Joya, Asma Akter, Taskin Afrina, Tahrima Haque 
Beg, and Abu Zafar Ahmed Mukul. 2020. Customer perception on purchasing 
through Facebook in Bangladesh: An empirical study on Dhaka City. Academy 
of Marketing Studies Journal 24, 2 (2020), 1–14. 

[28] Md Maidul Islam and Umme Habiba. 2015. Use of social media in marketing of 
library and information services in Bangladesh. DESIDOC Journal of Library & 
Information Technology 35, 4 (2015), 299–303. 

[29] Yosra Jarrar, Ayodeji Olalekan Awobamise, and Adebola Adewunmi Aderibigbe. 
2020. Efectiveness of infuencer marketing vs social media sponsored advertising. 
Utopía y praxis latinoamericana: revista internacional de flosofía iberoamericana 
y teoría social 12 (2020), 40–54. 

https://www.statista.com/statistics/268136/top-15-countries-based-on-number-of-facebook-users/
https://www.statista.com/statistics/268136/top-15-countries-based-on-number-of-facebook-users/
https://content-na1.emarketer.com/worldwide-ad-spending-2022
https://content-na1.emarketer.com/worldwide-ad-spending-2022


User Perceptions and Experiences of Targeted Ads on Social Media Platforms: Learning from Bangladesh and India CHI ’23, April 23–28, 2023, Hamburg, Germany 

[30] Iordanis Koutsopoulos. 2016. Optimal advertisement allocation in online social 
media feeds. In Proceedings of the 8th ACM International Workshop on Hot Topics 
in Planet-scale mObile computing and online Social neTworking. 43–48. 

[31] Balachander Krishnamurthy and Craig E Wills. 2009. On the leakage of personally 
identifable information via online social networks. In Proceedings of the 2nd ACM 
workshop on Online social networks. 7–12. 

[32] Ponnurangam Kumaraguru and Niharika Sachdeva. 2012. Privacy in India: 
Attitudes and awareness v 2.0. Available at SSRN 2188749 (2012). 

[33] Hao-Ping Lee, Jacob Logas, Stephanie Yang, Zhouyu Li, Nata Barbosa, Yang 
Wang, and Sauvik Das. 2022. When and Why Do People Want Ad Targeting 
Explanations? Evidence from a Four-Week, Mixed-Methods Field Study. In 2023 
IEEE Symposium on Security and Privacy (SP). IEEE Computer Society, 923–940. 

[34] Pedro Giovanni Leon, Blase Ur, Yang Wang, Manya Sleeper, Rebecca Balebako, 
Richard Shay, Lujo Bauer, Mihai Christodorescu, and Lorrie Faith Cranor. 2013. 
What matters to users? Factors that afect users’ willingness to share information 
with online advertisers. In Proceedings of the ninth symposium on usable privacy 
and security. 1–12. 

[35] Helia Marreiros, Richard Gomer, Michael Vlassopoulos, Mirco Tonin, et al. 2015. 
Exploring user perceptions of online privacy disclosures. (2015). 

[36] Jonathan R Mayer and John C Mitchell. 2012. Third-party web tracking: Policy 
and technology. In 2012 IEEE symposium on security and privacy. IEEE, 413–427. 

[37] Aleecia McDonald and Lorrie Faith Cranor. 2010. Beliefs and behaviors: Internet 
users’ understanding of behavioral advertising. Tprc. 

[38] Aleecia M McDonald and Lorrie Faith Cranor. 2010. Americans’ attitudes about 
internet behavioral advertising practices. In Proceedings of the 9th annual ACM 
workshop on Privacy in the electronic society. 63–72. 

[39] Aparna Moitra, Syed Ishtiaque Ahmed, and Priyank Chandra. 2021. Parsing 
the’Me’in# MeToo: Sexual Harassment, Social Media, and Justice Infrastructures. 
Proceedings of the ACM on Human-Computer Interaction 5, CSCW1 (2021), 1–34. 

[40] Luciana de Cassia Nunes Nascimento, Tania Vignuda de Souza, Isabel Cristina 
dos Santos Oliveira, Juliana Rezende Montenegro Medeiros de Moraes, Rosane 
Cordeiro Burla de Aguiar, and Liliane Faria da Silva. 2018. Theoretical saturation 
in qualitative research: an experience report in interview with schoolchildren. 
Revista brasileira de enfermagem 71 (2018), 228–233. 

[41] Simone Natale. 2019. Amazon can read your mind: A media archaeology of the 
algorithmic imaginary. Believing in bits: Digital media and the supernatural (2019), 
19–36. 

[42] Helen Nissenbaum. 2004. Privacy as contextual integrity. Wash. L. Rev. 79 (2004), 
119. 

[43] Emilee Rader. 2014. Awareness of behavioral tracking and information privacy 
concern in facebook and google. In 10th Symposium On Usable Privacy and 
Security (SOUPS 2014). 51–67. 

[44] Meghna Rana and Nilesh Arora. 2022. How does social media advertising per-
suade? An investigation of the moderation efects of corporate reputation, privacy 
concerns and intrusiveness. Journal of Global Marketing 35, 3 (2022), 248–267. 

[45] Mohammad Rashidujjaman Rifat, Mahiratul Jannat, Mahdi Nasrullah Al-Ameen, 
SM Taiabul Haque, Muhammad Ashad Kabir, and Syed Ishtiaque Ahmed. 2021. 
Purdah, Amanah, and Gheebat: Understanding Privacy in Bangladeshi “pious” 
Muslim Communities. In ACM SIGCAS Conference on Computing and Sustainable 
Societies. 199–214. 

[46] Manika Saha, Delvin Varghese, Tom Bartindale, Shakuntala Haraksingh Thilsted, 
Syed Ishtiaque Ahmed, and Patrick Olivier. 2022. Towards Sustainable ICTD in 
Bangladesh: Understanding the Program and Policy Landscape and Its Implica-
tions for CSCW and HCI. Proceedings of the ACM on Human-Computer Interaction 
6, CSCW1 (2022), 1–31. 

[47] Nithya Sambasivan, Nova Ahmed, Amna Batool, Elie Bursztein, Elizabeth 
Churchill, Laura Sanely Gaytan-Lugo, Tara Matthews, David Nemar, Kurt 
Thomas, and Sunny Consolvo. 2019. Toward Gender-Equitable Privacy and 
Security in South Asia. IEEE Security & Privacy 17, 4 (2019), 71–77. 

[48] Nithya Sambasivan, Garen Checkley, Amna Batool, Nova Ahmed, David Nemer, 
Laura Sanely Gaytán-Lugo, Tara Matthews, Sunny Consolvo, and Elizabeth 
Churchill. 2018. " Privacy is not for me, it’s for those rich women": Performative 
Privacy Practices on Mobile Phones by Women in South Asia. In Fourteenth 
Symposium on Usable Privacy and Security (SOUPS 2018). 127–142. 

[49] Tanusree Sharma, Md Mirajul Islam, Anupam Das, SM Taiabul Haque, and 
Syed Ishtiaque Ahmed. 2021. Privacy during Pandemic: A Global View of Privacy 
Practices around COVID-19 Apps. In ACM SIGCAS Conference on Computing and 
Sustainable Societies. 215–229. 

[50] Edith G Smit, Guda Van Noort, and Hilde AM Voorveld. 2014. Understanding 
online behavioural advertising: User knowledge, privacy concerns and online 
coping behaviour in Europe. Computers in Human Behavior 32 (2014), 15–22. 

[51] Mohammad Tipu Sultan and Farzana Sharmin. 2020. An exploratory investi-
gation of facebook live marketing by women entrepreneurs in bangladesh. In 
International Conference on Human-Computer Interaction. Springer, 415–430. 

[52] Sharifa Sultana, Shaid Hasan, Khandaker Reaz Mahmud, SM Raihanul Alam, and 
Syed Ishtiaque Ahmed. 2019. ’Shada Baksho’ a hardware device to explore the 
fears of using mobile phones among the rural women of Bangladesh. In Proceed-
ings of the Tenth International Conference on Information and Communication 

Technologies and Development. 1–4. 
[53] Catherine E Tucker. 2014. Social networks, personalized advertising, and privacy 

controls. Journal of marketing research 51, 5 (2014), 546–562. 
[54] Joseph Turow, Jennifer King, Chris Jay Hoofnagle, Amy Bleakley, and Michael 

Hennessy. 2009. Americans reject tailored advertising and three activities that 
enable it. Available at SSRN 1478214 (2009). 

[55] Blase Ur, Pedro Giovanni Leon, Lorrie Faith Cranor, Richard Shay, and Yang Wang. 
2012. Smart, useful, scary, creepy: perceptions of online behavioral advertising. 
In proceedings of the eighth symposium on usable privacy and security. 1–15. 

[56] Jessica Vitak. 2015. Balancing privacy concerns and impression management 
strategies on Facebook. In Symposium on usable privacy and security (SOUPS). 
22–24. 

[57] Yang Wang, Gregory Norcie, and Lorrie Faith Cranor. 2017. Who Is Concerned 
about What? A Study of American, Chinese and Indian Users’ Privacy Concerns 
on Social Network Sites (Short Paper). 

[58] Yang Wang, Huichuan Xia, and Yun Huang. 2016. Examining American and 
Chinese internet users’ contextual privacy preferences of behavioral advertising. 
In Proceedings of the 19th ACM Conference on Computer-Supported Cooperative 
Work & Social Computing. 539–552. 

[59] Miranda Wei, Madison Stamos, Sophie Veys, Nathan Reitinger, Justin Goodman, 
Margot Herman, Dorota Filipczuk, Ben Weinshel, Michelle L Mazurek, and Blase 
Ur. 2020. What Twitter knows: Characterizing ad targeting practices, user per-
ceptions, and ad explanations through users’ own Twitter data. In 29th USENIX 
Security Symposium (USENIX Security 20). 145–162. 

[60] Karl R White. 1982. The relation between socioeconomic status and academic 
achievement. Psychological bulletin 91, 3 (1982), 461. 

[61] Ahmad Bin Yamin. 2017. Impact of digital marketing as a tool of marketing 
communication: a behavioral perspective on consumers of Bangladesh. American 
Journal of Trade and Policy 4, 3 (2017), 117–122. 

[62] Jun Yan, Ning Liu, Gang Wang, Wen Zhang, Yun Jiang, and Zheng Chen. 2009. 
How much can behavioral targeting help online advertising?. In Proceedings of 
the 18th international conference on World wide web. 261–270. 

[63] Keng-Chieh Yang, Chia-Hui Huang, Conna Yang, and Su Yu Yang. 2017. Consumer 
attitudes toward online video advertisement: YouTube as a platform. Kybernetes 
(2017). 

[64] Yaxing Yao, Davide Lo Re, and Yang Wang. 2017. Folk models of online behavioral 
advertising. In Proceedings of the 2017 ACM Conference on Computer Supported 
Cooperative Work and Social Computing. 1957–1969. 

[65] Yu-Qian Zhu and Kritsapas Kanjanamekanant. 2021. No trespassing: Exploring 
privacy boundaries in personalized advertisement and its efects on ad attitude 
and purchase intentions on social media. Information & Management 58, 2 (2021), 
103314. 


	Abstract
	1 Introduction
	2 Related Work
	2.1 Targeted Advertisement from Western perspective (e.g., North America and Europe)
	2.2 Targeted Advertisement in South Asia

	3 Method
	3.1 Participant Recruitment
	3.2 Pilots
	3.3 Semi-Structured Interview Procedure
	3.4 Data Analysis
	3.5 Participants

	4 Results
	4.1 Participants' General Impression and Experience
	4.2 Unique Perception of Targeted Ads
	4.3 Users' Mental Model of Targeted Advertisement
	4.4 Targeted Ads Management Strategies
	4.5 Concerns
	4.6 Participant Suggestions on Privacy Designs
	4.7 Targeted Ads Perception: Before & After Educational Video

	5 Discussion
	5.1 Key Findings
	5.2 Design Implications
	5.3 Limitations and Future Work

	6 Conclusion
	Acknowledgments
	References



